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Logstash

Processess technical logging and audit logging
Adds information
Removes information

Transforms information to a more usable form

Ship events to redis



Second Logstash

Uniforming data from heterogeneous sources

input: read events from redis
filter: fix timezones, transform xml into json

output: send events to elastic



Elastic

Large cluster that contains log data
Keeps one month of history

Also stores Kibana config



Kibana

Filters based on environment and timestamp (last 24h)
Automatically refreshed
Queries for 'error’, 'orange cell', specific errors

Uses rows and panels for optimal screen usage



Sensitive data

Logstash input

input {
file {
path => "/path/to/application.log"
codec => multiline {
pattern => ""${TIMESTAMP IS0O8601} "
negate => true
what => previous

}

type => "application"

}

file {
path => "/path/to/audit.log"
type => "audit"

}

}



Logstash filters






















Logstash




Usage patterns
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Questions?



